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2.2. 3axaqavrl{ aHTI'IBI'Ipycuofi 3arq}rrbl tBJlslorct :

. onpe.4eJleHrle cocraBa r{ peuraMeHTa 3arrycKa

cpeAcTB, peHIaMeHTa I'Ix peBll3lru n o6nonnenus';

o npoBeAenlle npoipurarcuqecKl'rx pa6or c

aHTI,IBlIpycHbIx AI4afHOCTI4qecKUx

rIpuMeHeIII,IeM aHT]rBrrpycHbrx

06 aHTrBnpycHoM KoHTpoJIe n MBIoY <<[ercKlrfi caA J{b5 <<v'nrr6ra>>

1.O6ulne rloJro'Icegrrfl '
l.l.HactoslUee [onox(eune paspa6oTallo B cooTBeTcTB]I]I c Oe4epalrublM 3aKogorta Ng 149-

o3 or 27.07.2A06 r. <06 
^tt4optuuuu, 

un(lopMaIII{oIIHbD( rexHorloilIflx }I o 3alql{re

raH$oprnrauurn>, focr p I4co 7 trrtgx 17799-2005 <flparru.recKr.re flpaBr'rrra yrrpaBrre_Hut

,nn$op*uUr.rosnofi 6egonacgocrblo> !I ApyrI'IMI'I HopMarI'IBHbMI'I npaBol:rMll aKraMlI ' I{

ycTaHaBJIlIBaeT noptAoK IIpoBeAeHlIt aIITI(BlIpycHoro KSHTpOJUI e ME'{OV <fiercn1rfi ca4

Ns5 (YnbI6KD).

1.2. Tpe6o y3a1ilfl HaCTOTilIeIO fIOlONenlIt TBJUIIOTCT HeoTbeMleuofi qacTblo KOMIIJI9KCa

rraep 6e:ouacHocrlt I'I 3aII[ITrI NnipoprnraUuu n Opraru'I3arlu['

1.3. Tpe6onauna HacTOflIIIero flonoxen[tr pagflpocTpagsloTcf, Ha Bcex pa6orHuron'

uCIronb3ylOIUHx B pa6ore CeTII I'IHTepHeT' I{ AOIXHbI [p]IMeHtTbCfl' Nrs' BCex cOTpyAHLIKOB

OpraHi.r:at1xl't.
1.4. OpraHH3aIl?IoHHoe o6ecneqeHue Mepo11puffPrtrr aHTI'1BI{pyCHorO KogTpont u KogTponb

3a Aeficrnuslru nonrsoeaTelefi BO3JIafaeTcfi Ha oTBeTcTBeIIHOTO ga anrrlnrlpycurrr

KOHTpOJIb.

Ocnosurre repMllublr conpaueHr'rfl lr oflpe4eJrerrr{fl

Ac aBToMaTr.r3r..rpoBaHHarr CLTCTeMa oprauusauun cI'IcTeMa' o6ecnequsarcuas

*purr."r", o6pa6or'1cy, upeo6pasoBallfie ta repeAaqy uu(loprr'raUru OprauueaUuu c

r.rcn o JIb3oBaH I{eM KoMrlb}orepuofi u Apyrofi TexH}IK}r'

KOUnfnTepHbIfi BUpyC - rporpaMMa, cnoco6na'x co3AaBarb cBoI'I KoIIIIH ( He

o$sgare;1sgo IIoJIHocTbIo coBllaAaloqre c opuir'rnagorra) 1I BHeAptTb I{x B pa3n}IIIHbIe

;a;";t; vrrr4 pecypcbr KoMllbloreplrbrx clrcreM' cerefi ur raK Aarlee 6eg BeAoMa

rroJrb3oBaTe[g. I]pu drol"r(ouuu coxpaH'Io'r Cnoco6nocffi Aalrndfiurero pacllpocTpamelJvs"

3apaX$Unan [porpaMMa 3ro IlporpaMMa' coAepxalqruI nne'Up€nnyro B see

ruporpaMMy-BHpyc.

.2.opraHH3allu'|cIIcTeMbIaHTI{BIIpycHoroKoHTpoJIfl.

2.1.If,entlo rueponpurrgfi r1o aHT]IBI[pyCHoMy KOI{TpOJIrc fBflseTc{ IIpeAoTBpaIqeHI'Ie rloTepb

AI,lArHocTllrIecKI',IX CpeAcTB ;

o uerpgphrBHoe o6ecue.reHl,Ie 3aIqI,ITbI l'lutfoprrrauuu oT Aeffctnus BpeAoHocHbx

[porpaMM Ha Bcex sTarltx sKcrlJlyarauI'lu AC Oprauusauuu'

2.3. [iltrrpoBeAeHHr ubponpnsruft no upeAorBpalqeH]Ilo BllpycHono 3apaxeHl'Ifl npLIKa3oM

Oprur*.UUrr "*nutaeTcr 
oTBeTcTtseHnrrft sa aHTllBl{pycuslfi rourponr' Ornercrnenurrfi ga

aHrunupycutrli KoHTpoJIb IIoAtIIIHfleTcf, 3anegyrouterray Opranu:aqun, n cnoefi pa6ore

pyKoBollcTllyloTcfl HacTofluIlIM flonoxesueM' HopMaTI'IBHsIMII aKTaMI'I no 3aIIII'ITO un(fopua{nu'

rr ApyrI,IMI4 AOKyMeHTaMI',I.



2.4. K uc[oJrb3oBagrrro B Opragr,r3arlnrr AorrycKaroTct ToJrbKo JMrIeH3rroHHbIe aHTnBI'IpycHbre

cpeAcTBa. qeHTpanI{3oBaHHo 3aKyIIJIeHHbIe y pa3pa6oTIII'IKoB (nocranr{uroe) yraaaHHblx

cpeAcTB, peKoMeHAOBaHHbIe K IIpHMeHeHHro'

2.5. ycraHoBKa cpeAcTB aHTHBI'IpycHofi 3aIqI4TbI lI HacTpoftxax rx [aptMeTpoB B cooTBeTcTBI'IlI

c pyKoBOACTBaMI4 IIo npLIMeHeH]IIO KOHKpeTHbD( aHT[BLlpycHbIX CpeAcTB Ha KoMnbloTepax B

opralrusauun ocyrqecTBJr{eTc{ oTBeTcTBeIIH6IM 3a aHTIIB}IpycHbfr KOHTpOnb',

2-6. O6ssarenbHoMy BxoArroMy uurrrrBnpycrroMy KouTpoJrro rIoAJre)KLrr rro6afi unQoprvrauux (

reKcToBbre tfaftnrr ruo6rx Qopnaaror, 6uto"t AaHIIbIX, IICIIOJIIIfleMUe Qaftnu), uolyraeuas u

[epeAaBaeMAA I]a TeJIeKOMMyHI'IKaIIIoHHIIM KaHaJItM CBI3[I' a TaKXe uutfprvraUus ua CteN'IHrx

rrocureJltx u uo6ulurrx ycrpofr crBax.

2.7. Qafixspe3epBgblx Konufi, IIOMeuIaeMbIe B gneKTponnrnl apxl4B' AOJIXH6I n O6SgareIbHOM

rropf,AKe IIpOX O.ryrrb aHTUBI'IpyCnrrfi routponr'
2.8.MeponpilsTvrfl, rro *ttu"pyurofi 3aIqI'ITe Ha KoMnbloTepax B OpraHusaWILI BKIIIoqaIoT B

ce6t:
o uposunaKTlilKaBLIpyCHOrO3apCIKeHlIJI;
. aHaJrI,I3 CVYfyar\urt;

. TIPI4MCHCHI{C CPEACTB AHTI'IBI'IPYCUOfi 3AIq}ITbI;

. [poBeAeHr4e paccJreAonaHufi I{HIIUAeHTOB CBfl3aHHbIX C Bl',IpycttMll

3. IIpoQnJraKTIrKa BlrpycHoro 3apaxenlrfl '
3.1. B qenf,x r4cKfiro{regr{r rroflBJreHus r,r pacupocrpilren]rt BLIpycoB ua pa6o'rux craHIl{sx AC

OpranusaUIII4 AonXHbI perynf,puo ,rpo"ol"t"" npoQnnarrnqecKlle MeponpllflTllg' K ocHoBHbIM

upoipunarrurrecKl4M pa6orau lI Mepo[p[trt4tM oruocflTcs :

. e}KeAHeBHa,I aBToMaT}IIIecKa'I [poBepKa lElaJfu|ljr|fl, B[IpycoB IIo pacll}IcaHl,Irc;

. co3AaHr.re pe3epBHofi rour,ru rrporpruMHoro [poAyKTa cpa3y )Ke nocJle upuo6pereHux;

. ycraHoBKa 3aulr.rrbr or 3anr,rcu na cteunble Hoclrrenn un$opuarrytu1 rAe 3To Bo3MoxHo;

. TUIareJrbHaJI rlpoBepKa Bcex nocTynarcullrx E KynJrenHbrx npo{paMM I{ 6as AaHurx;

oorpaHpltleH}IeAocTy[aKKoMIIbaTepy[ocTopoHH}IxJIIII.
3.2. CosAaHLIe pmepBuoft ronlrn npgrpaMMuoro [poAyKTa BbmoltuseTcfl oTBeTcTBeHHbIM 3a

aurunupycuttfi KoHTpoJIb, ocTzIJIbHbIe upoilunaxnrqecKlle pa6oTbl u MepoilpEsTl'Is

BbrrroJrHrloTcq oTBeTcTBeHHbrM 3a aHTLIBI.Ipycuufi KOHTpoJIb, ocTaJIbHbIe npo{unarruqecKue

pa6orul u Meponpl{sTu.{ BbIuOIHsIOTCs oTBeTCTBeHHsIM 34 anrUnnpyCuUfi KOHTponb B

Oprauu:auilll,
;.i. npu o6napyNeulrr4 Br{pycoB Ha KoMrrbrorepe, paSorarouteM B JIoKaJIrso[ ceru' [poBepKe

11o,{nexaT BCe KgMrrbroTepbl, BKJrAqeHHbIe B 3Ty CeTb LI pa6oraroque c oburaul',I AaHHIIMLI I{

rrporpaMMHrru o6ecnetleHlleM.',

4. Ana.nn3 cI{TYaIIrfi.
4.1. IIpa coO6ilIeHI4I,I aHTIIBI4pycHbIx [porpaMM o noAo3pe6uu Ha HaJII{tI[e B]IpycoB Ha

paOoueft cTaHIIuII, neO6xOAuUo np"oaturrou"tu pa6ory u HeMeAneHI{o ll3Becturr o6 gtotvt

oTBeTcTBeHuOro :a agTqBl,Ipycurtft rourpOnn OpranusUlun, a TaKXe ApyruIX IIOJIb3oBaTelefi u

rroApa3Aen e1klfl, I{cIIonb3yIO[II{e 9TI'I Safnu n pa6ote, ecnll 3apaxceuHble $afinu tBJItIoTct

coBMecTHo I4CloJIb3yeMbIMI4'

4.2. Aualr43 Cr{Tyarlnvr ]f.iurvtsvn Br4pyCOB Bbr[orHserct orBercrBeHHbIM 3a aHTI'IBI{pycHbII'I

KOHTpOnb n opraHua aqi,1lw. flpn anann3e Moxer AonoJIHI,ITeJIbHo lrc[oJrb3oBarbgt cflellrltulbHoe

[porpaMMHoe o6ecneqeHue Ars o6uapyxeu]Is BrlpycoB'

4.3. B xoAe agaJrr.r za curyauwl o6s3arenrno rpe6yercn o[peAeJlurb I'rcroqHI'IK 3apaXenus' Eclu

r4crorr'uKoM 3apaxenr4s rBJuercs creunsrft HoclrreJrb ru.r6o Apyrafl paboqar craHlrl'Ifi'

Oprauu:au6tr, To seo6xoAnuo flpoBepr,rrb Ha HaJII4tI[e B]IpycoB pa6ouyo craHIII'IIo - ]rcroqHlrK

,upu*a*rr". B clyuae 3apaxenr,rr 
"ap"a 

rno6alruyro cetr I'IntepHer I'IJIII Iro sneKTpounoft

rroqTe cneAyeT HeMeAJIeHHo Sa6nornpoBaTb pecypc unl{ aApec gneKTpoHHofi noqtrr - UCToIIHI'IK

3apaxellHt
+.+. g cnyirae o6uapyxenrrfl Br,rpycHofo 3apaxeHrlfl paccneAoBaHl'Ie AOrIyuIeHHrx uapyneHuft

rrpolI3BoAI4TctI oTBeTcTBeHHbM 3a antunupycHrtft KoHTponb Ha oCHoBaHHLI Peruarrlenra

pearprpoBaular Ha r,rnur,rAeuTbr un$oprraaunounoft 6esonacuocru, yrnepxAenuoro B

OpraHu:aEuu.



5. IIpn rvreHeH He cpeAcTB aHTIIBIT pyCnOfi 3a uIIrTbI.

5.1. Yrru.{ToXeHI,Ie BI,IpycoB BbIIIoJIHf,eTc' OTBETCTBCHHbIM 3A AHTIIBI,IPYCNTd KOHTPONb B

Opraun:aqnu.
5.2. flocne yHl4qroxeHl{f, BI{pycoB

AaHHbIMI,I neooxoAtttvto erqe pa3

r,r BOCCTaHoBJIeHLIfl 3apa)KeHHbIX nporpaMrra u tpafinon c

BbrnoJIHlITb [poBepKy HaJr4r'Jds' Bl',IpycoB' I'IC[Onb3yt

arrrlrBl,rpycHble [porpaMMbl.
5.3. B cnrrae o6uapyxeuvs., He IloAAarorqeroor Jletles]rlo nptrMeHteMbIM]I aHTI',IB?IpycHbIMI'I

CpeAcTBaMpI, oTBeTgTneUnrrfi 3a AtTvluupycurrft KOHTpOJIs AOnXeH HaIIpaBlITb Sapax€uurtft

BtrpycoM $afil n opraHu3aql4lo, c roropoft 3aKJIIoqeH AoIoBop Ha auTuBupycHylo IIoMepxKy'

6. OrnercrBeHHocrb.
6.1. O.reercrllerrHocrb 3a BbrnoJrHeHHe MeponpllflTnit no auTllBrrpyOlroft sarqute uu$opuaqrau

Ha cpeAcrBax BbtqlrcJlgTellgofi TexHI,rKtI, 3KcrlJryarr{pyeMbrx IrOAIII'IH€HHbIMI'I JII'IIaMI4 B

rroApgAeJregrru B coorBercrBura c rpe6oBaHutMlr Hacroslrlero floloxeullt' Bo3Jlaraercfl Ha

pyKoBoAHTen{ IroApa3.{eJIeHI'It.

6.2. OrnercrBer{Hocrb 3a BbrrroJrHeglre Mepouplrtruft uo auTuBplpycnoft saUII4re uu$opuauuu

Ha cpeAcrBax BbrrrucrnremHofi TexHr.rKr,r ua pa6oueM Mecre B coorBercrBHl'I c. rpe6onanuxltra

r{acToslqefo lloloxeullq, Bo3JIaraeTgs Ha IIoJIb3oBaterr. ceTtMH I'Iurepuer'

6.3. OreercrBeHrrocrb 3a flpoBeAeur.re upo(fr.rnar:u4qecK[x Mepolplltrl'Ifi no o6ecneqeHuro

aHTr4Br{pycHofi satql{Tbr B AC OpraHr,r3arlu}I, a raKxe yHLItIToxeH[e BbuIBJIeHHbx BI'IpycoB

Bo3naraeTcs Ha oTBeTCTBeHHOTO 3a aIITI'IBI[pyCnslft KoHTpOnb OprauUra{uu'

6.4. flepuo,{u.recxuft KoHTponb 3a cocrorHr4eM aHT}rBnpycuofi 3arr{lrrbl n AC Oprauusauvlvl, a

TaK)Ke :a co$nroAeHLIeM ycTaHoBneHHOfo 11optAKa aHT]IBI'IpyCHoro KOHTponfi v B6IIIoJIHeHI4eM

rpe6onanuff Hacrorruero flonoNenus corpyAullKtlMl,r no4pas4elennft Opranra:aquu

ocyilIecrBn.fiercs orBercrBeHHbIM 3a aHT]IBl4pycuufi xourpolr'
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