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MNOJOXEHHUE
00 AaHTHBHPYCHOM KOHTpOJI€ B MBJIOY «Jlercknii cax NeS «YJabI0Ka»

1.00mue noJ1oKeHusl.
1.1.HacTosiniee ToioxkKeHre pa3paboTaHo B COOTBETCTBHH C ®enepansHbM 3aKoHOM Ne 149-
®3 or 27.07.2006 r. «O6 mHbopManuu, UHGOPMAIMOHHBIX TEXHOJOTHIX 1 O 3aluTre
napopmaiun», FOCT P CO / MK 17799-2005 «IIpakTHyuecKue MpaBhia yrpaBIcHAMA
uH(OPMAIMOHHOH 0e30MacHOCTbIO» U JApYTHMH HOPMAaTHBHBIMU TPABOBBIMH aKTaMH H
YCTAHAB/MBACT MOPSANOK POBEICHHS AHTHBUPYCHOTO xoutpons B MBJIOY «JleTckumit cat
No5 «¥Y bIOkar.
1.2. TpeboBanus HACTOSAIIEIO [TonoKeH:s] ABISIOTCS HEOTHEMIIEMOM HacThIO KOMILIEKCA
Mep Ge30TacHOCTH ¥ 3aIlUThl HHQOpMAIH B Oprasu3anuu.
1.3. TpeGosamust HacTosmmero IlomoxeHus pacIpoCTpaHsIOTCS Ha BCEX pabOTHHKOB,
MCTIONB3YIOMKMX B PabOTe CeTH MHTEPHET, H JOIDKHBL IIPUMEHSTBCS JUI BCEX COTPY/IHHKOB
OprasHu3zaiyy.
1.4. Opranu3aluoHHOE OOecreueHne MEpONPHATHI aHTUBAPYCHOTO KOHTPOJS H KOHTPOJb
3a JCHCTBMSIME TOJIB3OBaTeNell BO3NaraeTcs Ha OTBETCTBEHHOTO 3a AHTHBHUPYCHBIA
KOHTPOIIb.
OCHOBHBIE TEPMHUHbI, COKPALIEHHS H ONPEACICHUS
AC - apromarusmpoBanHas cucTema OpraHuzanuy — CHCTCM3, obecreunBaromas
XpaHenue, 00paboOTKY, npeobpa3oBanue U Hepenady uaopmanuu  OpraHusanuu ¢
HCIIOIb30BAHHEM KOMIIBIOTEPHOM U APyrod TeXHUKH.
KoMnbloTepHbIH BHPYC — Iporpamma, crocoOHas co3maBaTh cBou Kommu ( EHe
00s3aTe/IbHO IOJIHOCTBIO COBITAJAIOIIUE C OPUTHHAIOM) M BHEIPATH MX B pPasMHBIC
00BEKThl MM PECypchl KOMIBIOTEPHBIX CHCTEM, cereii W Tak jainee Oe3 BermoMa
nonb3oBaress. IIpu 3TOM KOIAH COXPAHAIOT CIIOCOBHOCTH JATBHENINETO PACIPOCTPAaHEHHU.
3apaxénHasi mporpamMma - 3T0 mporpaMma, cozepamas BHEIPEHHYI0O B HEE
IpOrpamMmy-BUPYC.

2. Oprauu3anusi CACTeMbl AHTHBHPYCHOT'O KOHTPOJIA.

2.1. TeJ1b10 MEPOTPHSTHIA IO AHTHBHPYCHOMY KOHTPOIIO SIBJIICTCA IpeIoTBpaIleHHUE TOTEPh

uadopmanuu B AC OpraHu3anu. :

2.2. 3ajayaMi AHTHBUPYCHOM 3aIUTHI ABJISIOTCA

e OmpeelieHHE COCTaBa M perjlaMeHTa 3allycka AHTWBUPYCHBIX JHArHOCTHIECKHX
CPEJICTB, PErNIAMEHTA HX PEBU3HH U OOHOBJICHHS

J npOBenéHHe MpoUIAKTAYECCKAX ~ paboT ¢  TPHMCHCHHEM AHTHBUPYCHBIX
JTMATHOCTHYECKUX CPENICTB;

¢ HempepblBHOE 00eCTeYCHUE 3alUThl pHbOpPMAIMH OT JCHCTBHA BPCAOHOCHBIX
IIporpamMM Ha BCEX JTarax KCITyaTalnuu AC Opranusaimm.

2.3. Jlyist npoBeIeHUss MEPOTIPHUATHH IO MPENOTBPAIICHHIIO BHPYCHOTO 3apaXXeHHs IIPUKa3oM
Oprafu3aliii Ha3Ha9aeTCs OTBETCTBEHHBIN 33 AHTHBUPYCHBIA KOHTPOJb. OTBETCTBEHHBIN 32
QHTUBUPYCHBIM KOHTPOJb IMOMYMHACTCS 3aBenyromemy OpraHusanud, B cBoeii pabote
PYKOBO,ICTBYIOTCSl HACTOSILIAM [TooKeHHEeM, HOPMAaTUBHBIMM aKTaMH I10 3allUTC uHpOpMALKH,
¥ APYTUMH JOKYMECHTaMH.
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2.4. K ucrolp30Banuio B OpraHu3alii JOMYCKAlOTCs TOJIBKO JHICH3HOHHBIC aHTHBHPYCHEIC
cpejicTBa, LCHTPATM30BAHHO 3aKYIUIEHHBIE Y pa3paboTUMKOB (TIOCTABIIMKOB) YKa3aHHBIX
CPE/ICTB, PEKOMCH/IOBAHHbIC K IPUMCHEHHIO.
2.5. VcraHoBKa CPeICTB AHTHBUPYCHO# 3allThl M HACTPOHKAX MX NMAapaMeTpoB B COOTBETCTBUH
C PYKOBOJICTBAMH II0 TPHMEHEHMIO KOHKPETHBIX HTHBHPYCHBIX CPEICIB Ha KOMIIBIOTEPAX B
OpraHu3aiin OCyIECTBIISETCS OTBETCTBEHHBIM 32 AHTUBHPYCHBIA KOHTPOJIb.
2.6. OGs3aTebHOMY BXOIHOMY aHTHBMPYCHOMY KOHTPOJIO IOJUICKHT mobas uHpopManus (
TeKCTOBbIe (aiiibl JHOOBIX (pOpMATOB, (ailibl NaHHBIX, HCHOTHACMBIC (¢aiiner), moryyacMas 1
nepejaBaeMas JO TeJIEKOMMYHUKAIMOHHBIM KaHauaM CBA3H, d TAloKe uH(ppMaIys Ha CHEMHBIX
HOCUTEJSIX U MOOHJIBHBIX YCTPOMCTBAX.
2.7. Maiiiibl pe3epBHBIX KOTHUIA, [IOMEIIAEMbIE B JIEKTPOHHBIH apXUB, NOJDKHBL B 0053aTeIbHOM
MOPSAIKE POXOUTH AHTHBAPYCHBIH KOHTPOJIb.
2.8.MeponpusTusi 10 aHTHBUPYCHOH 3allMTE HA KOMIIBIOTEPAX B OpraHu3alyy BKJIIOYalOT B
cels :

e 1podUIIAKTHKA BUPYCHOTO 3apaXKEHHS,

e QHAINM3 CUTYallUH;

e IIpUMEHEHHE CPEeJCTB AHTUBUPYCHOH 3allUTHL;

e IIpOBE/ICHHE PAcCiIeIOBaHMH HHIMICHTOB CBA3AHHBIX C BUPYCaMu.

3. [Ipo¢duiiakTHKA BUPYCHOI'O 3apaKeHus.

3.1. B mensx MCKIIOYEHHMs MOSIBIICHUS W PAaCpPOCTPAHCHUs BHPYCOB Ha pabounx cranmuax AC
Opranu3aliy JTOJKHBI PEryJIIPHO IIPOBOIUTCS npodIaKTHIecKue MeponpusTus. K oCHOBHBIM
npodunakTHyecKuM paboTam ¥ MEPONPUATHIM OTHOCATCA :

e cXejHeBHAs ABTOMATHYECKas IPOBEPKa HAIMYKS BUPYCOB 110 PaCIHCAHUIO,

e CO3JAHHE PE3EPBHON KOIHH IIPOrPaMMHOI0 IMPOIYKTa Cpasy Ke MOCIe puOOpPETEHNS,

e yCTAHOBKA 3aIIUTHI OT 3aITKCH Ha ChEMHBIEC HOCHTEIH HHQpOPMAIINH, TJIE 3TO BO3MOXKHO;

e TmIaTeibHAS MPOBEPKA BCEX MOCTYNAIOIMX U KYIICHHBIX IIPOrpaMM 1 6a3 JaHHBIX;

e OrpaHHYEHHE AOCTYINA K KOMIIBIOTEPY IIOCTOPOHHHUX JIHII.
3.2. Co3jlaHHe pEe3epPBHOM KOMAW MPOrPaMMHOTO IPOJYKTA BBIIONHSACTCA OTBETCTBCHHAIM 3a
ANTHBUPYCHBIA  KOHTPOJb, ~OCTANbHBIE —IPO(YHUIAKTHIECKHE paGoTBl M MEpOIPHATHA
BEITIOJIHSIIOTCS OTBETCTBEHHBIM 3a QHTHBHPYCHBIH KOHTPOIb, OCTAIbHBIC npo(HIAKTHIECKHE
paboThl M MEPONPHATHsS BBIIOJHSIOTCS OTBETCTBCHHBIM 32 AHTUBMPYCHBI KOHTPOJIb B
Opranusaruu.
3.3. Ilpu obHapy)KCHHH BUPYCOB Ha KOMIBIOTEPE, paloTaromieM B JIOKAJIbHOH CETH, TPOBEPKE
[IOJJIEKAT BCE KOMIIBIOTEPHI, BKIIOYCHHBIE B OTY CCTh H paGoTaromue ¢ OOIUIMMH JaHHBIMH H
IPOrPAMMHBIM O0ECIICUCHUEM. -

4. AHAJIH3 CHTYalHH.
4.1. Tlpu coOOIIeHHH AHTHBHPYCHBIX IPOrpaMM O MOJO3PCHHH HA HAIMTHC BHPYCOB Ha
paboueil cTaHIWM, HEOOXOIMMO NPHOCTAHOBHTDH paboTy W HEMEIJICHHO H3BECTUTH 00 3TOM
OTBETCTBEHHOTO 3a AHTHBUPYCHBIA KOHTpPoNb OpraHu3ally, a TakoKe Apyrux I0JIB30BaTEJIEH H
OJpa3ielieHus, MCIOJIB3YIoIue STH (aiiisl B paboTe, ecii 3apaKeHHbIE (aAIIBI ABJIAIOTCS
COBMECTHO HCIIOJIB3YEMBIMH.
4.2. AHaiM3 CHTYallid HAIAYMS BHPYCOB BBINONHACTCA OTBETCTBCHHBIM 32 AHTHBHUPYCHBIN
korTposs B Opranusauuy. IIpyu aHamuse MOXKET JOTOIHATEIBHO HCIIOB30BATRCA CIEUAIBHOE
rporpaMmMmuoe obecredeHue i 00HapyKeHHs BUPYCOB.
4.3. B xozie aHaJH3a CHTyalllu 00s3aTeNIbHO TpeOyeTes: ONPEICUTh HCTOTHUK 3APaXKCHIAL. Ecmm
HCTOUHHKOM 3apaKCHHs ABIAETCS CBHEMHBIA HOCHTENb JTHOO Jpyras pabouast CTaHI[HSL.
Opranu3auu, To He0OX0IMMO POBEPHTH Ha HATMYIC BUPYCOB pabovyIo CTAHIMIO — HCTOYHUK
3apaxceHHs. B ciyuae 3apakeHMs depe3 [OOaTbHYIO CETh VIHTepHET WX IO JIEKTPOHHOM
Mo9Te Cle/yeT HEMEICHHO 3a0JI0OKMPOBATh PECYPC UK anpec 3JIEKTPOHHOMN TOYTHI — HCTOYHUK
3apaxKeHusl.
4.4. B ciryuae oOHApY)XEHUs BUPYCHOTO 3apaXXCHHUs PAcCIECNIOBAHAC JOMYIMNCHHBIX HapyIICHUN
[POM3BOJMTCSL OTBETCTBCHHBIM 33 AHTHBHPYCHBIH KOHTPOJIb Ha OCHOBAHHH Pernamenra
pearupoBaHus Ha HMHIHIEHTH HMHQOpPMAIMOHHOH 0e30MacHOCTH, YTBEPXKIEHHOTO B
Opranusanyu.




5. lpuMenenue cpeacTB AaHTHBUPYCHOMH 32U THIL.
5.1. VHMYTO)XKEHHE BHPYCOB BBINOJIHAECTCS OTBETCTBEHHBIM 3a AHTUBUPYCHBI KOHTPOJIb B
Opranu3zaiuu.
5.2. Tlocne YHUUTOXKEHHs BHPYCOB M BOCCTAHOBICHHSA 3apaXXCHHBIX MPOTpaMM H ¢aiinos ¢
JAHHBIMH HEOOXOQUMO €lle pa3 BBINOJHUTh MPOBEPKY HAIMYAS BHPYCOB, HCIOJB3YA
AHTHBUPYCHbIE IPOrPaMMBbl.
5.3. B ciyuae obHapyxeHus, He NOJIAIONIETOCS JICYCHHIO MPUMCHICMbIME AHTHBHPYCHBIMH
CpeCTBaMHM, OTBETCTBEHHBIH 3a aHTUBHPYCHBIH KOHTPOJb NOIDKCH HANpaBUTH 3apaxEHHBIA
BUPYCOM (aiiyl B OPraHuU3alyio, C KOTOPOH 3aKIIIOYeH IOTOBOP HA AHTHBHPYCHYIO [OUICPAKKY .

6. OTBeTCTBEHHOCTbD.
6.1. OTBETCTBEHHOCTD 33 BBITOJHEHHE MEPOIPHATHI MO aHTHBHPYCHOM 3amiuTe HHpOpMAIUU
Ha CpeacTBax BBIUMCJIUTEILHON TEXHUKH, OSKCILTyaTHPYEMBIX MNOAYUHEHHBIMH JIAITaMH B
moApa3icicCHNH B COOTBCTCTBHH C TpCGOBaHI/ISIMI/I HaCcTOAMIETO TTonoxenus, BO3JIaracTCs Ha
PYKOBOJIUTEIISI ITOJIPa3/ICIICHHSL.
6.2. OTBETCTBEHHOCTD 32 BLIIOJTHEHHE MEPOTPUSTAHA 110 aHTHBHPYCHOM 3alllHTe “HpOpMALUU
Ha CpeIacCTBax BLIYHCIMATEILHON TEXHUKH Ha pa60qu MECTE B COOTBCTCTBHUU C. Tpe6OBaHI/I$IMI/I
Hacrostuero Iomoxcenus, Bo3j1aracTcs Ha MOJIb30BATCIIA CCTAMHU I/IHTepHeT.
6.3. OTBETCTBEHHOCTh 3a MPOBEJCHHE MPOGUIAKTHIECKMX MEPONPUATHH MO 00€CTIEYEHHUIO
aHTI/IBI/Ip)’CHOﬁ 3allUThI B AC OpI‘aHI/IBaHI/II/I, a TaK)K€ YHHYTOKCHHC BBIBJICHHBIX BHPYCOB
BO3JIaraeTcsd Ha OTBETCTBCHHOI'O 3a aHTHBHp}’CHBIf"I KOHTPOJIb OpI‘aHI/IBaI_[I/II/I.
6.4. [Tepuoaudeckuii KOHTPOJIb 33 COCTOSHHEM aHTHBHPYCHOH 3alUTHI B AC Opranuszanus, a
TaKXe 3a COOJIIOJACHUEM YCTAHOBJICHHOTO MOPAAKa AHTUBHPYCHOT'O KOHTPOJIA H BBIITIOJTHCHUEM
TpeGoBanuii  Hacrosmero I[lomoxeHus —COTPYAHHKaMH nozapaszaenenuit  OpraHusanuu
OCYIIECTBIAETCS OTBETCTBEHHBIM 32 aHTHBUPYCHBIH KOHTPOJIb.
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